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1. Introduction

timeSensor LEGAL was developed on the basis of the development environment and
database 4D of the French company 4D SAS (www.4d.com). Therefore timeSensor
LEGAL is subject to the rules and restrictions of the 4D software.

One of the features of 4D is the possibility to run the database under Windows as
well as under macOS. This working paper describes the setup of timeSensor LEGAL
on a Windows Server 2016. A separate working paper is available for the setup of
timeSensor LEGAL on a macOS-based server.
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2. Preparation

The hardware requirements depend on the number of workstations. Please refer to
the document "Recommended server configurations" in the download area of our
training portal.

Make sure that you are running a 64bit Windows Server 2016 operating system. The
minimum recommended RAM memory is 16 GB. If you already have data in the da-
tabase, then the ideal RAM equipment corresponds to one and a half times the size
of the data file .4DD.

A system - [m]
4 E@ 5 Control Panel » System and Security > System v o Search Control Panel r
Control Panel H . - N 0
entrelfenelHome View basic information about your computer
@ Device Manager Windows edition
@ Remote settings Windows Server 2016 Standard
@ Advanced system settings © 2016 Microsoft Corporation. All rights reserved. == Windows Server' 2016
System
Processor: Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz 2.60 GHz
Installed memory (RAM):  24.0 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: flow-cs-649 @ Change settings
Full computer name: flow-cs-649
Computer description: Flow Cloud Server
Workgroup: WORKGROUP
Windows activation
Windows is activated Read the Microsoft Software License Terms
Product ID: 00377-70126-49668-AA869 & Change product key

Right-click Startmenu -> System

2.1. Benchmarking

Particularly important for the performance of the database is the data throughput
when accessing the SSD. Particularly in data centers, where virtual machines share
the same physical components, there is a risk that too little power is provided to the
database.

For this reason, a standardized benchmarking must be carried out for each server
before timeSensor LEGAL is put into operation. This allows you to determine before
installation whether the server will meet the requirements for smooth operation or
whether it needs to be improved.

2.2. Partitioning

We recommend to use a system with three drives and to install the operating system,
the timeSensor program with its data and the backup copies on each drive.
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Partition

Content

Drive

Speed

C: D: E:

Windows Programm Backup

2016 and Data

Consumer Enterprise Harddrive

Grade SSD Grade SSD

High Very High Low

Recommended allocation of data to partitions
Of course, other configurations are also possible, | o Psk(Propeties X
for example if you use an SSD RAID or work on a | Seentres - Fomstesen - Gee
virtualized system. In such scenarios, the partitions |
are often part of the same disk system, so the parti- & |
Type: Local Disk

tioning does not add any value. In this case, of
course, everything can be installed on the same

partition.

Either way, you should have at least 120 GB free
space on the partition where the program and data
are located. The more workstations you operate
with the system, the more storage you should pro-

vide.

2.3. Windows Update

First, make sure that your Windows Server operating system is up to date; if ne-
cessary, perform the update immediately.

File system:  NTFS

B Used space: 46'497124352bytes 433GB
D Free space: 167723'802'624 bytes 156 GB
Capacity: 214'220'926'976 bytes 193 GB
"\
|
LY
Drive C: Disk Cleanup

[[] Compress this drive to save disk space

Allow files on this drive to have contents indexed in addition to
file properties

Gron | [t

@ Home

l Find a setting

Update & security
I Z  Windows Update

@ Windows Defender

O

Recovery

Activation

= O

For developers

Update status

Your device is up to date. Last checked: Today, 21:22
Check for updates

Update history

Update settings

Available updates will be downloaded and installed automatically, except over metered

connections (where charges may apply).

Change active hours

@

Startmenu -> Settings -> Update & Security

Make sure that the automatic Windows update interferes as little as possible: active
times should be used to the maximum (e.g. from 08.00h to 20.00h) and feature up-
dates should be switched off.
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« o

Active hours

Active hours lets us know when you usually use this device. When a restart is necessary to finish
installing an update, we won't automatically restart your device during active hours.

Note: We'll check to see if you're using this device before attempting to restart.

Start time

End time

3. Settings

Settings
€ Advanced options
Choose how updates are installed
[:, Give me updates for other Microsoft products when | update Windows

Defer feature updates
Learn more

Note: Windows Update might update itself automatically first when checking for other updates.

Privacy settings
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3.1. Create user account

Install timeSensor LEGAL in a separate user account with administrator rights. Name
the user account "timeSensorAdmin":

Panel > User Accounts > User Accounts > Manage Accounts > Change an Account v o | s

Make changes to timeSensorAdmin's account

timeSensorAdmin
Local Account
Password protected
Add a user
e easy for you to remember but hard for others to guess. If
Paccword iffounts > User Accounts > Manage flccounts > Change an Account > Change Account Type vy
asswor

Choose a new account type foltimeSensorAdmin

timeSensorAdmin
JOMN (ocal Account
Password protected

(O Standard
Standard accounts can use most are and change system settings that don't affect other users or the
security of this PC.

(® Administrator
Administrators have complete control over the PC, They can change any settings and access all of the files
and programs stored on the PC.

Password hint

Why is a standard account recommended?

Change Account Type Cancel

Right click Startmenu -> Control Panel -> User Accounts -> -> User Accounts ->
Manage another account -> Add a user account

Then restart and log in with the new user account timeSensorAdmin. All further confi-
gurations are made in this account.

3.2. Disable user warnings

Windows would like to inform you when new software is installed. However, this does
not suit us for server operation, as otherwise the automatic update of the timeSensor
LEGAL software will not work, as Windows will issue a corresponding message and
wait for confirmation. Therefore we switch this function off:

2, User Accounts

&« v A x% > Control Panel » User Accounts » User Accounts

Control Panel Home
Make changes to your user account
Manage your credentials

Create a password reset disk

@ Change your account name timeSensorAdmin
Manage your file encryption

Change your account type Local Account
i . Administrator

O Configure advanced user Password protected
profile properties ® Manage another account
Change my environ|
h ser A I "
variables @ Change User Account Control setting:

Right click Startmenu -> Control Panel -> User Accounts -> -> User Accounts ->
Change User Account Control settings
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& User Account Control Settings - O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
iTell me more about User Account Control settings

Always notify

- - Never notify me when:

®  Apps try to install software or make changes to my
computer

® | make changes to Windows settings

0 — .- @ Not recommended.

[®ok | cancel

Choose here ,Never notify”

3.3. Configure Windows Firewall

The Windows Firewall is a useful feature. In order for the database to communicate,
some ports need to be enabled. Go to the Windows Firewall window and click "Ad-
vanced Settings":

&P Windows Firewall _ o %
<« v 4 @ > ControlPanel > System and Security > Windows Firewall v Search Control Panel »
Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
& Change notification settings . o Private networks Not connected ()

@ Turn Windows Firewall on or )
Networks at home or work where you know and trust the people and devices on the network

R
© Restore defaults Windows Firewall state: On
Adv; d setti
9 anced settings Incoming connections: Block all connections to apps that are not on the list
etwork

Troubleshoot my n of allowed apps
Active private networks: None
Notification state: Do not notify me when Windows Firewall blocks a
new app
See also l 9 Guest or public networks Connected ©
Security and Maintenance
Network and Sharing Center

Click here ,,Advanced settings”
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3.3.1. Adding ,,Inbound Rule*
Rule Type: Port
-> "Next"
Rule for TCP (already applied)
Specific local Ports (already applied)
Write: 19812, 19813, 19814
-> "Next"
Allow the connection (already applied)
-> "Next"
When does this rule apply?
-> "Next"
Name: 4D 19812, 19813, 19814 TCP

-> "Finish"

3.3.2. Adding ,,Inbound Rule*
Rule Type: Port
-> "Next"
Rule for UDP
Specific local Ports (already applied)
Write: 19813
-> "Next"
Allow the connection (already applied)
-> "Next"
When does this rule apply?
-> "Next"
Name: 4D 19813 UDP

-> "Finish"

3.3.3. Adding ,,Outbound Rule*
Rule Type: Port
-> "Next"
Rule fir TCP (already applied)

Specific remote ports (already applied)
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Write: 19813, 8080
-> "Next"
Allow the connection (already applied)
-> "Next"
When does this rule apply?
-> "Next"
Name: 4D 19813, 8080 TCP

-> "Finish"

0 New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
) Rule Type What type of rule would you like to create?

) Protocol and Ports

» Action O Program
) Profie Rule that controls connections for a program.

» Name @® Port
Rule that controls connections for a TCP or UDP port.

O Predefined:

AllJoyn Router
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back Next > Cancel
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4. Installing timeSensor LEGAL
4.1. Installing tSL Server

You can find the timeSensor Installer for Windows (timeSensor_setup.exe) at the ad-
dress https://training.timesensor.de/downloads/ . Download it and execute it:

X timeSensor Ltd. X 4+

< &

= =} X

@ timesensor.exavault.com/share/view/1go8c-bm5q4ja3

W x O
atlmesensor' Windows Installer

[J m Home

VIEW ~

D =3 timeSensor_setup.exe

Uploaded 1 day ago by Karbonic 40.0 MB

show 10/page v

Displaying 1 - 1 of 1 total

@ Setup program

©

Installation
Product Country Lanquage
Demo Version Switzerland
Single User Germany French
Sewer Installation France Italian
Client Installation United Kingdom
TimeSensor tools only Italy
United States

[] Install instant search tool for tmeSensor®.

Cancel

Install the software you want (here the server installation for Switzerland, in German
language).

The additional tools are additional services for the full text search and the creation of
preview images. You can normally leave this checkbox selected.
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The installer first creates the main directory
C:\ProgramData\timeSensorProgram\

Three further directories are created in this directory:

C:\ProgramData\timeSensorProgram\timeSensor Server
This directory contains all components of the database as well as the timeSensor
LEGAL software.

C:\ProgramData\timeSensorProgram\timeSensor DataFiles
This directory contains all data

C:\ProgramData\timeSensorProgram\timeSensor Tools
This directory contains the tools (additional services for the full text search and the
creation of preview images).

4.2. Adjust virus protection

Do not install any anti-virus software other than Windows Defender. Since no user
works on the database server, the risk situation on this computer is manageable. On
the other hand, we want to make sure that the antivirus software does not accidental-
ly consider a big sequence in the database to be dangerous and quarantines the ent-
ire database.

First go to the security settings and click on "Windows Defender":

@2 Home Update status

| Find a setting f l Your device is up to date. Last checked: Today, 15:01

Update & security Check for updates

I < Windows Update

@ Windows Defender *

Update history

Update settings

O Recovery

Available updates will be downloaded and installed automatically, except over metered
© Activation connections (where charges may apply).
it For developers Change active hours

Restart options

Advanced options

Looking for info on the latest updates?

Learn more

Startmenu -> Settings -> Update & Security -> Windows Defender

Click on "Add an exclusion" to exclude the \timeSensorProgram\ directory from virus
protection:
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o Exclude a file

File types

Processes

excluded.

& Add an exclusion

Files and folders

Exclude a folder
+
C:\ProgramData\timeSensorProgram *

Exclude a file extension
+

When you exclude a process, any file associated with it will also be

EE Exclude a .exe, .com or .scr process

4
fender to

jon

nfo to
ks best

es to
f to be

EXCIOSTONS

Windows Defender won't scan excluded files, making your PC more
vulnerable to malware.

Add an exclusion

4.3. Installing tSL Client

Run the timeSensor Installer (timeSensor_setup.exe) again and install the client app-
lication this time. From time to time it can be useful to run the client on the server.

@ Setup program

Installation

Product

Demo Version
Single User
Server Installation

TimeSensor tools only

Client Installation
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This leads to the creation of another directory:

C:\ProgramData\timeSensorProgram\timeSensor Client

This directory contains the client application with which you can connect to the time-
Sensor server.

The directory "timeSensorProgram" looks like this:

&% 5 | timeSensorProgram - m] X
Home Share View e

— v > ThisPC » Local Disk (C:) » ProgramData > timeSensorProgram v 0 Search timeSensorProgran P

A
Name Date modified Type Size
# Quick access

I Desktop
& Downloads

|Z) Documents

timeSensor Client

timeSensor DataFiles

timeSensor Server

timeSensor Tools 30.09.2019 17:41 File folder
« Pictures

O

ProgramData

B This PC
I Desktop
] Documents
4 Downloads
D Music
& Pictures
B Videos
‘ia Local Disk (C:)

¥ Network

4items ==

44. Check Registry

The Plugin "TobitProXL" used by timeSensor controls the printing process on Win-
dows systems. For this Plugln you have to check the following entry in the registry (or
create it if it is missing).

Start "RegEdit", navigate to the corresponding key and set the value of the key
"DisableExceptionChainValidation" to 1:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\kernel\DisableExceptionChainValidation = 1

15/28



Support Partner Zertifizierung

B Registry Editor

File Edit View Favorites Help

h NetworkSetup2
> - NetworkUxManager
>~ | Nis

> Nodelnterfaces
Notifications

Nsi
OSExtensionDatabase
PnP

Power

Print

PriorityControl
ProductOptions

>~ RadioManagement
SafeBoot

ScEvents

ScsiPort

SecureBoot

> - | SecurePipeServers

> SecurityProviders

>+ | ServiceAggregatedEvents
L. ServiceGroupOrder
5. | ServiceProvider

v - Session Manager
AppCompatCache
Configuration Manager
DOS Devices
Environment

VNV VA

Executive
FileRenameOperations
1/0 System

Kernel

- | RNG

KnownDLLs

Memory Management
NamespaceSeparation
Power

Quota System
SubSystems

WPA

PCBlock ...

Name Type Data
3,'_’: (Default) REG_SZ (value not set)
ix'é DisableExceptionChainValidation REG_DWORD 0x00000001 (1)
$ DpcWatchdogProfileOffset REG_DWORD 0x00002710 (10000)
MaximumSharedReadyQueueSize REG_DWORD 0x00000001 (1)
i-'g': obcaseinsensitive REG_DWORD 0x00000001 (1)
3,'_’: ObUnsecureGlobalNames REG_MULTI_SZ netfxc ounters.1.0 P,
4 SerializeTimerExpiration REG_DWORD 0x00000002 (2)
SeTokenSingletonAttributesCenfig REG_DWORD 0x00000003 (3)
Edit DWORD (32-bit) Value X
Value name:
| DisableExceptionChainValidation |
Value data: Base
© Horadecns
O Decimal
Cancel
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5. timeSensor LEGAL First Launch

5.1.

tor":

Start tSL Server

Right-click on the server application (in the example under C:\ProgramData\timeSen-
sorProgram\timeSensor Server\timeSensor.exe) and select "Run as an Administra-

Home  Share View

A || « Local Disk (C) > P

&) Pictures
@ Videos
‘i Local Disk (C:)
Logs
Perflogs
Program Files
Program Files (x86)
ProgramData
4
Adobe
Comms
Microsoft
node PDF-XChange
regid.1991-06.com.microsoft
SoftwareDistribution
timeSensorProgram
USOPrivate

S0items 1 item selected 19.1MB

Application Tools

Manage

Data >

timeSensor Server

A Nen

me

< msvep120dil
4 msver120.dil

pthreadVC2.dil

] sasIDIGESTMDS.dIl
<) ServerNetdil
[& sQLConnector.dil

SQLServer.dIl

] ssleay32.dll
J StructEditorEngine.dll
[ svG.dn

TextCore.dll

e

| Open

1 % Run as administrator

| Troubleshoot compatibility

1 Pin to Start

1 K Scan with Windows Defender...
| Pintotaskbar

Restore previous versions

Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

After the tSL server has started, the "4D Server Administration" window appears.

"o

) Proces:

System Information
Machine: FLOW-CS-649

A

Maintenance  Application Server

System: Windows 10 Server or greater, 64-bit

Processor: Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60G

IP Address: 172.16.16.21

Application information

Version: 16,5 build 16.0 64-bit

2 5

SQL Server

Hard drive
200 GB

Data: 32MB
Others: 29 GB
Free: 171GB

Processors

Used by 4D: 1%
Totak: 1%

%

HTTP Server

Memory
2468

Used by 4D: 196 MB
Others: 1.73 GB
Free: 22,07 GB

Network

Received: 7418/s
Sent: 2 kB/s

@ timeSensor — o X
File Edit Window Help
4 timcSerson 40C 4D Sers it =)
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5.2.

Configure database cache

If the database has a large cache memory, then the working speed is much better,
because the data can be loaded more likely from the fast cache, which minimizes

slow accesses to the hard disks.

@ timeSensor
File Edit Window Help

The database is shipped with a minimal ca-
che setting by default and it is therefore im-

Undo trl+2Z
€ ion
Cut Cti

Show Clipboard

Preferences...
Database Settings Structure Settings...
User Settings..

User Settings for Data file...

System Information

portant that we adapt the cache to the actual
conditions of the server machine.

To do this, select the menu "Database Set-
tings -> User Settings for Data file..." in the
"Edit" menu of the server administration
window.

Click Database and uncheck the Calculation of adaptive cache checkbox. Then enter
50% of your machine's memory in the Size: field. For a machine with 24 GB RAM,
enter 12000 (for 12000 MB = 12 GB).

timeSensor - User Settings for Data file

8 B R

Interface  Database Client-server Web saL PHP

Memory

Database Cache Settings

[ Calculation of adaptive cache

Structure Settings

Size: [ 12000 MB Apply

Physical Memory: 24575 MB
Current Cache: 1024 MB
Cache on Restart: 12000 MB

Flush Cache every: 20 Seconds v

Cancel

If you have a lot of memory available, then the percentage value may be higher. For
example, on a machine with 128 GB of memory, you can go to 75%; the cache size

would be 96000 MB.
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5.3. Configure data backup

Since the database cannot be backed up during operation, not least because of the
cache, a nightly data backup must be provided. Any users who are still logged on are
logged out, the cache memory is written back, and the database saves itself to the
selected directory.

4D Backup is configured from the 4D Server administration window. Click on the
"Maintenance" tab and then on "Preferences...":

@ timeSensor - O X
File Edit Window Help

@ timeSensor.4DC - 4D Server Administration

Uptime: 41 minutes

Restarting the server will disconnect al the users.

Last backup: 30.03.2019 at 20:00
Next backup: 00.00.00 2t 00:00

Needed space:
Available space:

Start backup

The server will not be restarted but the users will DUl

Request and Debug Logs: 0 second logged.

Start Request and Debug Logs | | View fepart

The server performance might be altered slightly during the generation of the

Configure 4D Backup to back up your data daily during the night, e.g. at 02:00. Then
there will be no users in the system and the system will not slow down.

timeSensor - Structure Settings
Q 7 ‘¢ = mm % 2+ Bt 3 [a) (==

=] S W Q) B Wk BN @ b6
General Interface Compiler Database Moving Backup Client-server Web saL PHP  Security Compatibility

Scheduler Configuration Backup & Restore
Automatic Backup: |Every Day hd
«
Factory settings Cancel

In the "Configuration" tab, select the data file as the object to be backed up and spe-
cify the path for the backup files and for the journal file. Both should be saved in the
folder \ProgramData\timeSensorProgram\timeSensor DataFiles\STUFF\BACKUP.
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timeSensor - Structure Settings

QQ#%I‘:’@@%

General Interface Compiler Database Moving Backup Client-server Web

B @ B

PHP  Security Compatibi

Scheduler Configuration Backup & Restore

Content
Data File

[ structure File
[JUser Structure File

lity

Attachments:
Delete Add folder... Add file...
Backup File Destination Folder
[ "BACKUP" in volume "C:"
Used Space: 28.94 GB Free Space: 170.57 GB '\
Program\ti Files\STUFF\BACKUP\
Log Management
[ Use Log File:
“timeSensorjournal” in volume "C:"

© The journaling will start running after the next backup of the data file.

Factory settings Cancel

The journal file is a file that permanently records every transaction in the database. It
is activated via the checkbox "Use Log File" and, together with the data backup,

stored in the BACKUP folder.

Finally, configure the tab "Backup&Restore" as shown below. The number of genera-
tions of backup files you want to keep depends of course on the available disk space.

timeSensor - Structure Settings

G404 B Ml =

General Interface Compiler Database Moving Backup Client-server Web saL

Scheduler Configuration Backup & Restore
General settings
[AKeep only the last [ 3| backup files
[C)Backup only if the data file has been modified

Delete oldest backup file |after backup -

If backup fails: O Retry at the next scheduled date and time

@Retryafter [ 5| |Minutes -

[[J Cancel the operation after 5| attempts

Archive

Segmen i

Compression Rate: [Fast v
Interlacing Rate: [None -
Redundancy Rate: [None =

Automatic Restore

Restore last backup if database is damaged

Integrate last log if database is incomplete

Factory settings

PHP  Security Compatibility

Cancel

Of course, the folder timeSensor DataFiles should now be backed up additionally.
The task here is to design a backup concept for the law firm so that the data can also

be backed up outside the office.
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5.4. Installing Adobe Reader

If not already installed, you should now install the latest version of Adobe Reader. tSL
requires Adobe Reader to view PDF files.

I\ Adobe Acrobat Reader DC-Dow: X +

< C @ getadobe.com/de/reader, % O

Schritt: 1von 3

Adobe Acrobat Reader DC

Optionale Angebote

Ja, das kostenlose Programm McAfee Security Scan Plus

" installieren, um den Status meines Computers zu Gberpriifen.
Dadurch werden weder das vorhandene Antivirenprogramm noch
die Computereinstellungen beeinflusst.
Weitere Informationen

Geschéaftsbedingungen:

Indem Sie auf die Schaltfliche ,Jetzt installieren”
klicken, stit Sie der hen ion von
Updates fur Adobe Acrobat Reader DC und die Acrobat
Reader-Ch g (sofern ffend) sowie
dem Adobe-Softwarelizenzvertrag zu.

Ja, ich mochte McAfee Safe Connect installieren, um meine
Onli und meine i Daten mit nur einem

Klick privat und sicher zu halten.

Version 2019.012.20036 Weitere Informationen
Systemanforderungen U McAfee
Ihr System:

Windows 10, Deutsch
Verwenden Sie eine andere Sprache oder ein anderes
Betriebssystem?

Sind Sie IT-Manager oder ein OEM?

Acrobat Reader-Chrome-Erweiterung installieren
Weitere Informationen

Hinweis: Ihre Antivirus-Software muss die Installation
der Software zulassen.

Jetzt installieren

Grofie: 167 MB

Copyright © 2019 Adobe . All rights reserved.
Nutzungsbedingungen | Richtlinien fr den Datenschutz | Cookies

Wahlen Sie Ihre Region
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5.5. Start tSL Client Part 1

Now that the server has been configured and is running, it is time to log on for the
first time with the timeSensor client application. So start the app under :

C:\ProgramData\timeSensorProgram\timeSensor Client\timeSensor Client.exe

The client usually finds the server automatically, since it is located in the same net-
work. First some resources from the server are copied once (which can take a mo-
ment) and then the dialog for activating the software appears:

Willkommen
L adlBRRETT A - -
BITTE GEBEN SIE EINEN AKTIVATIONSCODE EIN
h £ -

Um die Software aktivieren zu kdnnen, bendétigen Sie eine Internetverbindung

I . N | o [
)

Lizenz aktivieren \

7 ~b.

To activate the software you need a functioning internet connection. For this purpose,
the tSL server communicates with the license server via port 8080, which must there-
fore not be blocked.

Enter the first activation code according to the delivery note and click on "Activate li-
cense®.

Willkommen
P O -
BITTE GEBEN SIE EINEN AKTIVATIONSCODE EIN
- - -
Um die Software aktivieren zu kénnen, benétigen Sie eine Internetverbindung
9T9U2-JBZ0B-JLJOB-XRJJY-BBEQJ-GBJ2B
Sie haben Ihre Lizenz erfolgreich aktiviert. *

This means that the software is initially licensed with one workstation.
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Now log on to the software as "Administrator". Depending on the system, you either
do not need a password or the initial password "admin".

business edition

Local Time Office Code
Dienstag, 1. Okwober 2019 00:29 ‘STA

Server Time

Dienstag, 1. Oktober 2019 0029 Usemame
Serial Number lAdmmlstrator
Senal No. X1RSBCVYHZ Password

Iannl

e

Quit

Read the terms and conditions carefully and if you have understood everything and
agree, please click on "Agreed". Otherwise click also on "Agreed" ;-)

@ @ timeSensor® LEGAL Update
Allgemeine Geschiftsbedingungen (AGB) der timeSensor
AG

Diese AGB der timeSensor AG beinhaltend Software Lizenzvertrag, Software Wartungsvertrag sowie
Server Wartungsvertrag gelten ausschliesslich, soweit nicht mit dem Kunden ausdricklich eine
gesonderte Vereinbarung in Text- oder Schriftform getroffen wurde.

Der Eingang des vollstandig ausgefiillten Bestellformulars des Kunden bei timeSensor AG, sei es
verkarpert oder in elektronischer Form, oder der unterzeichneten Auftragsbestatigung, stellt das
Angebot des Kunden zum Vertragsabschluss dar. timeSensor AG kann Angebote von Kunden
innerhalb von 10 Tagen annehmen. Allfillige Angebote der timeSensor AG gelten ebenfalls 10 Tage.
Im Zweifel ist die Auftragsbestatigung von timeSensor AG fur den Vertragsinhalt massgeblich.

Software Lizenzvertrag fiir timeSensor® Produkte

Bitte lesen Sie die nachfolgenden Bedingungen sorgfiltig durch, bevor Sie die timeSensor®
Software in Betrieb nehmen. Indem Sie die timeSensor® Software aktivieren oder verwenden,
erklaren Sie Ihr Einverstandnis mit den nachfolgenden Besti gen. Falls Sie mit den
Bestimmungen nicht einverstanden sind, laden Sie die timeSensor® Software nicht herunter
und verwenden Sie diese nicht.

1. Anwendungsbereich und allg ine Besti

Dieser Software Lizenzvertrag regelt die Bedingungen des Herunterladens, der Installation und der
Nutzung der timeSensor® Software (im Folgenden _Software”) zwischen der timeSensor AG und dem
Benutzer (im Folgenden ,Kunde®). timeSensor AG erteilt dem Kunden hiermit das Recht zur
Benutzung der timeSensor® Software in der jeweiligen Version gemiss nachstehenden
Bedingungen, unabhingig von der Speicherungsform der Software. timeSensor AG behalt sich alle
Rechte vor, die dem Kunden nicht ausdriicklich erteilt werden. Die im Rahmen dieses Vertrags
erteilten Lizenzen beschrianken sich auf die Nutzung der Urheberrechte von timeSensor AG und
allenfalls seiner Lizenzgeber an der Software. Sofern der Kunde einen Datentriger erhalten hat, auf
dem die Software gespeichert ist, so geht lediglich dieser Datentrager in sein Eigentum aber.
timeSensor AG und/oder der oder die Lizenzgeber von timeSensor AG bleiben Inhaber samtlicher

Drucken Nicht einverstanden Einverstanden
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If the PDF printer driver "PDF-XChange" is not yet installed on the system, you will
be prompted to install it now:

Creating PDFs using timeSensor® with PDF-XChange

In order to get the most out of your timeSensor® application you need to be able to create PDF documents. Unfortunately the Windows® operating
system does not directly support the creation of PDF documents. Therefore, we have chosen to implement support for a printer driver tool to create
PDF files on your Windows® machine. This printer driver will work exclusively with timeSensor® and will not work with other programs.

| Install PDF-XChange {

Your machine will automatically reboot after installing the driver. If you are not prepared for this press the close box.

After the installation the server machine must be restarted once. To do this, also shut
down the tSL server, which is still running in the background.

5.6. Start tSL Client Part 2

After restarting the server machine, also restart the tSL server. If you see the admi-
nistrator window, you can then restart the tSL client.

You have to log in again, but you will not be bothered any more, but you will get di-
rectly into the program.

If a window with the setup wizard opens, please close it again.

Instead, select the command "About timeSensor LEGAL" in the menu "Help" and
click on the button "Licenses" in the dialog.

7‘ imeSensor® LEGAL o3 = |

business edition

Senennummer
BSenennr.: XIRSBCVYHZ

Version
smeSensor® LEGAL - v7a 02278

[ Lizencen [ OK |
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Now the license dialog opens: enter the remaining activation codes here to activate
all workstations:

@ Seriennummern-Dienstprogramm - O X
Eingegeben Status Aknvationscode Typ Sitze Verfall
30.09.2018 Aktert RGN2J-021JB-BB00J-BJLE3-BSXEJ-JBGKB Business 1 o

| |
l l

| Y
[W

-~

INEN AKTIVATIONSCODE EIN

-
natigen Sie eine lntemethndm}g"

LVl € |
" 4

BITTE GEBEN SI

V _
Um die Software aktivieren zu ko
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6. Optimizations
6.1.

During the setup phase, it is convenient to start 4D Server as normal software via the
timeSensor.exe file, because you will then see the "4D Server Administration" win-
dow and know what is going on.

tSL Server as a Service

However, once the system is successfully up and running, you can also run the tSL
Server as a Windows service. The advantage is that Windows updates can then be
installed without any problems, as the service then terminates and restarts automati-
cally.

To use the tSL server as a service, you must first register it as a service. Make sure
that the server was started with administrator rights (right click + "Run as an Adminis-
trator").

Then select the command "Register Current Database as Service" from the "File"
menu:

@ timeSensor
File Edit Window Help

New >

Open...
Open Recent >

R RS

Application Server

]

Ctrl+Alt+Shift+W Real Time Monit
Ctrl=W

Ctrl+Alt+W

Close Database... SQL Server

HTTP Server
Close Window

Close All Windows

Register Current Database as Service
Unregister Current Database

Unregister all Server Services
Flush Data Buffers Ctrl+Alt+Shift+S

Backup...

Restore...

R e

Quit

Hard drive
200 GB

System Information
Machine: FLOW-CS-649
System: Windows 10 Server or greater, 64-bit
Processor: Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60G
IP Address: 172.16.16.21

Application information

Now open the "Services" window by clicking in the start menu. Here you will find a
new service called "4D Server: timeSensor". If the service does not appear, you
should restart the server machine once:

Services - [m) X
File Action View Help
LK Jlia BEl»>»moun
Services (Local) * Services (Local)
Select an item to view its deshgiotion.  Name Description Status Startup Type Log On As e

£} 4D Server: timeSensor Manual Local Syste...
.',;"; ActiveX Installer (AxInstSV) Provides User Account Control validation for the in... Manual Local Syste...
.’1"'; Adobe Acrobat Update Serv... Adobe Acrobat Updater keeps your Adobe softwar... Running  Automatic Local Syste...
& Allloyn Router Service Routes AllJoyn messages for the local Allloyn client... Manual (Trig... Local Service
.’.\"'; App Readiness Gets apps ready for use the first time a user signs in... Manual Local Syste...
S Application Identity Determines and verifies the identity of an applicati... Manual (Trig... Local Service
Gl Application Information Facilitates the running of interactive applications w... Running Manual (Trig... Local Syste...
& Application Layer Gateway ... Provides support for 3rd party protocol plug-ins for... Manual Local Service
& Application Management Processes installation, removal, and enumeration r... Manual Local Syste...
,’.“"; AppX Deployment Service (... Provides infrastructure support for deploying Store ... Manual Local Syste...
), Auto Time Zone Lindater Automatically cets the suctem time zone Dicabled Local Senvice
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Open the settings of the new service and configure the automatic start. Select a de-
layed start here so that the database does not start for a while after the operating
system has started:

4D Server: timeSensor Properties (Local Computer) X

General LogOn Recovery Dependencies

Service name 4DS timesensor
Display name: 4D Server: time Sensor

Description:

Path to executable:
C:\ProgramData \time SensorProgram \time Sensor Server\time Sensor exe < '

Startup -» Atomatic (Delayed Start) v

Service status:  Stopped

‘ Start ‘ Stop Pause Resume
You can specfy the start parameters that apply when you start the service
from here.

Start parameters: |

.

Restart the server machine once and make sure that your new service, the tSL
server, starts automatically after some time.
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6.2. Replacing the 4D Server Administration window

If the tSL server is running as a service, you may miss the "4D Server Administration"
window. The following strategies are available for this:

6.2.1. Call via a client

If you log on to the tSL server with the timeSensor client, you can call up the "Data-
base" command in the "Settings" area of the "Admin" menu. Now the mentioned win-
dow opens, this time simply via Client.

@ timeSensor - a X
File Edit Help

Einstellungen

6.2.2. Call via the Web Browser
Open a web browser on the server machine and enter the following URL:

http://localhost:8080/admin/ini
A replacement for the "4D Server Administration" window will now open.

6.2.3. Call via timeSensor.exe

Of course you can also stop the service and restart the database by starting \time-
SensorProgram\timeSensor Server\timeSensor.exe.
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